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SUMMARY

This report elaborates on a
practical, step by step
approach on modelling,
analysing and providing
mitigations with the use of
Automotive Threat
Modelling tools based on the
STRIDE Model.
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B
REQUIREMENTS

Listed below are the preconditions for the process of Automotive Threat Modeling.

MICROSOFT THREAT MODELING TOOL

Threat Modelling Tool update release 7.3.00714.2 - 07/14/2020
e Microsoft Windows 10 Anniversary Update or later
e .NET Version Required

e _NET4.7.1or later
e Additional Requirements
e An Internet connection

https://www.microsoft.com/en-us/securityengineering/sdl/threatmodeling

Threat Modeling

You can use threat modeling 1o shape your application’s design, meet your company’s security objectives, and reduce risk

Define

P e

N There are five major threat modeling steps:

Validate Diagram «  Defining security requirements.

= Creating an application diagram
Threat

' 3 = Identifying threats.
Modeling l

/ «  Mitigating threats

« Validating that threats have been mitigated

your threat model and further reduce risk.

Mitigate Identify

Microsoft Threat Modeling Tool

The Microsoft Threat Modeling Tool makes threat modeling easier for all developers through a standard The Threat Modeling Tool enables any developer or software architect 1o:

notation for visualizing system components, data flows, and security boundaries. It also helps threat modelers - o nicate about the security design of their systems.
identify classes of fhreats they should consider based on the structure of their software design. We designed
the tool with non-security experts in mind, making threat modeling easier for all developers by providing clear « Analyze those designs for potential security issues using 2 proven methodology.

quidance on creating and analyzing threat madels.
+ Suggest and manage mitigations for security issues.

The SDL Threat Madeling Toal plugs into any issue-tracking system, making the threat modeling process a part of the standard development process
The following important links will get you started with the Threat Modeling Tool:

N [0 A¢ = Q

Threat modeling s a core element of the Micrasoft Security Development Lifecycle (SDL). It's 2n engineering technique you can use to help you identify threats, attacks, vulnerabilities, and countermeasures that could affect your application|

Threat modeling should be part of your routine development lifecycle, enabling you to progressively refine

Download the Threat Modeling Tool Read Our getting started guide Get familiar with the features Learn about generated threat categories Find mitigations to generated threats

Figure 1: Microsoft Threat Modeling Tool Website
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https://www.microsoft.com/en-us/securityengineering/sdl/threatmodeling

NCC GROUP TEMPLATE

NCC Group Template from github

e automotive_ TM_template-v1.2.tb7

https://github.com/nccgroup/The Automotive Threat Modeling Template

P master ~ P 1branch © 0tags Go to file About

NCC Group Template for the Microsoft

A" snakeds Delete version 1.1 97bafe on Sep 6, 2017 {0 7 commits Threat Modeling Tool 2016 for
Automotive Security
[ README.md general bug fixes 5 years ago
& www.ncegroup.trust/uk/our-solutions/...
[ automotive_TM_template-v1.2.tb7 Upload of the ATMT to version 1.2 4 years ago
d Readme
‘= README.md
Releases
Bac kg round N releases published
A threat modeling workshop for automotive-related technologies requires DFDs with custom elements, tailored threats "
Packages

and specific recommendations. The lack of a specific template for automotive threat modeling brought about the
development of the Automotive Threat Modeling Template, which takes advantage of a new feature in the MS Threat

No packages
Modeling Tool 2016 that allows the creation of entirely new customised templates.

The Automotive Threat Modeling (TM) Template was created using the Microsoft (MS) Threat Modeling Tool 2016 and
therefore threat models are created using this product.

The Solution and its Features

The Automotive Threat Modeling Template permits the creation of specific automotive threat models with:

* Processes and Data Stores related to the components of connected cars.
® External Interactors tailored to an automotive system.

* Data Flows that correspond to the messages exchanged over the air or inside the vehicle itself.

Figure 2: NCC Group Template Github Website
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https://github.com/nccgroup/The_Automotive_Threat_Modeling_Template

] ﬁ
Click the
| “Install”

Button

Accept
| License
Agreement I

— ]

S .
SETUP

This section describes the process of setting up the necessary tools and creating the

appropriate environment for the modelling and analysis process.

INSTALL THREAT MODELLING TOOL

Download, Install and Run Microsoft Threat Modelling Tool

Do you want to install this application?

Name:

\. Microsoft Threat Modeling Tool

over over the string below to see the full domain):
tmtdist.azl

Publisher:
Microsoft Corporation

Don't Install

While applications from the Internet can be useful, they can potentially harm your computer.
If you do not trust the source, do not install this software. More Information...

Application Install - Security Warning X

Figure 3: Install Permission Prompt

MICROSOFT SOFTWARE LICENSE TERMS
MICROSOFT THREAT MODELING TOOL

These license terms are an agreement between you and Microsoft Corporation (or one of its affiliates). They apply to the software named
above and any Microsoft services or software updates (except to the extent such services or updates are accompanied by new or
additional terms, in which case those different terms apply prospectively and do not alter your or Microsoft's rights relating to pre-

updated software or services). IF YOU COMPLY WITH THESE LICENSE TERMS, YOU HAVE THE RIGHTS BELOW. BY USING THE
SOFTWARE, YOU ACCEPT THESE TERMS.

1. INSTALLATION AND USE RIGHTS.
a. General. You may install and use any number of copies of the software.

b. Third Party Software. The software may include third party applications that are licensed to you under this agreement or
under their own terms. License terms, notices, and acknowledgements, if any, for the third party applications may be accessible
online at https://aka.ms/thirdpartynotices or in an accompanying netices file. Even if such applications are governed by other
agreements, the disclaimer, limitations on, and exclusions of damages below also apply to the extent allowed by applicable law.

2. DATA COLLECTION. The software may collect information about you and your use of the software and send that to Microsoft.
Microsoft may use this information to provide services and improve Microsoft’s products and services. Your opt-out rights, if any, are
described in the product documentation. Some features in the software may enable collection of data from users of your applications
that access or use the software. If you use these features to enable data collection in your applications, you must comply with
applicable law, including getting any required user consent, and maintain a prominent privacy policy that accurately informs users
about how you use, collect, and share their data. You can learn more about Microsoft’s data collection and use in the product

documentation and the Microsoft Privacy Statement at https://go.microsoft.com/fwlink/?Linkld=512132. You agree to comply with all
applicable provisions of the Microsoft Privacy Statement.

. SCOPE OF LICENSE. The software is licensed, not sold. Microsoft reserves all other rights. Unless applicable law gives you more
rights despite this limitation, you will not (and have no right to):

[

. work around any technical limitations in the software that only allow you to use it in certain ways;
reverse engineer, decompile or disassemble the software;

ove, minimize, block, or modify any notices of Microsoft or its suppliers in the software;

d. us&ghe software in any way that is against the law or to create or propagate malware; or

e. share}

ublish, distribute, or lend the software, provide the software as a stand-alone hosted solution for others to use, or
transfe

e anftware, ird narty

| Agree No and exit

Figure 4: Software License Terms
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LOAD NCC GROUP TEMPLATE

Load the NCC Group Template by selecting the downloaded template using the

“Template for New Models”.

I Select L

Template I
I for New
Models

gl N

% Microsoft Threat Modeling Tool

MICROSOFT THREAT MODELING TOOL
Version: 7.3.10322.2

hreat Model:

Create A Model Open A Model Getting Started Guide

elp you get

le and analyze

emplate For New Models

Azure Threat Model Template(1.0.033) ~

Recently Opened Models
sample Threat Model.tm?

Threat Modeling Workflow

1. Select your template.
2. Create your data flow diagram model
3. Analyze the model for potential threats
4. Determine mitigations.

emplate:

Template Workflow

Use templates to define threats

Create New Template

Open Template

ications ok f
pes and and make that applications should look for

t your 1. Define stencils
Define categories
Define threat properties
Define threat

Share your template

2
)
5.

Figure 5: OPTION FOR Template for New Models

Select the
NCC Group
Template

L —

Click the
llopenll
Button

) Select atemplate to Open *
+ [N Pa— M Teeg LA debey b w ] L
Organize v New folder Bz » [N o
3 Date modified Type Siz|
i eme
—y— @' autemotive_TMW_template-v1.2.th7 TE7 file
L IO -
- i
i~
B
N -
ad o
a .
L -
\.
>
File name: || V| w7 files ¢.b7) ~
EE X

Figure 6: Popup Dialog to Select NCC Group Template File.
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Click to
Create a
Model

% Microsoft Threat Modeling Tool

MICROSOFT THREAT MODELING TOOL

Version: 7.3.10322.2

hreat Model:

Create A Model

Template For New Models

Azure Threat Model Template(1.0.0.33) ~

Open A Model

Recently Opened Models
Sample Threat Modeltm?

Getting Started Guide

Threat Modeling Workflow
1. Select your template.
2. Create your data flow diagram model.
3. Analyze the model for potential threats.
4. Determine mitigations.

Template Workflow

Use templates to define threats
that applications should look for
Define stencils

Define categories

Define threat properties
Define threat

VAW

Share your template

Figure 7: Option for creating a model
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DATA FLOW DIAGRAM
DESIGN

This step describes the process of building a model by adhering to the guidelines of a Data Flow
Diagram by adding system details to the elements in the DFD. The aim is to represent a system or
use case that is to be analysed, in DFD format. There are five types of elements in a DFD diagram:
process, data store, data low, external interactor, and trust boundary [1].

DATA FLOW DIAGRAM

A data-flow diagram is a way of representing a flow of data through a process or a system. The DFD
also provides information about the outputs and inputs of each entity and the process itself. A
data-flow diagram has no control flow, there are no decision rules and no loops. For each data
flow, at least one of the endpoints, source or destination, must exist in a process. The refined
representation of a process can be done in another data-flow diagram, which subdivides this
process into sub-processes [1], [2].

AUTOMOTIVE STENCILS SELECTION

From the available list of stencils, select the appropriate automotive components such as Gateway
or Electronic Control Unit (ECU) in order to design the current system or use case.

L]
File Edit View Settings Diagram Reports Help

@ 9B DR DXE2 90 @@Q

Diagram 1 X

— —
From the
“Stencils”
section, select
the appropriate

Lcomponents.

G| Genericp
‘.nd enerc Frocess
T ACCECU

Fe

&) aons

Fe

(-]
] avecu

e
° . .
hv_! Airbag Control Unit

l:‘ Cabin Monitoring System

Cor Lok

lexa)l

= Gateway

| .
GPS receiver

IVI System
[

Elemw 't Properties

Messages - No issues found

Description Severity Diagram Ignore

Messages - Mo issues found | Notes - no entries

Figure 8: Canvas for Designing an Automotive Data Flow Diagram
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COMPONENTS OF DATA FLOW DIAGRAM

DFD consists of processes, flows, warehouses, and terminators. There are several ways to view
these DFD components.

Process

The process (function, transformation) is part of a system that transforms inputs to outputs. The
symbol of a process is a circle, an oval, a rectangle or a rectangle with rounded corners (according
to the type of notation). The process is named in one word, a short sentence, or a phrase that is
clearly to express its essence [2], [3].

Data flow

Data flow (flow, dataflow) shows the transfer of information (sometimes also material) from one
part of the system to another. The symbol of the flow is the arrow. The flow should have a name
that determines what information (or what material) is being moved. Exceptions are flows where it
is clear what information is transferred through the entities that are linked to these flows. Material
shifts are modeled in systems that are not merely informative. Flow should only transmit one type
of information (material). The arrow shows the flow direction (it can also be bi-directional if the
information to/from the entity is logically dependent - e.g. question and answer). Flows link
processes, warehouses and terminators [2], [3].

Warehouse

The warehouse (datastore, data store, file, database) is used to store data for later use. The symbol
of the store is two horizontal lines, the other way of view is shown in the DFD Notation. The name
of the warehouse is a plural noun (e.g. orders) - it derives from the input and output streams of the
warehouse. The warehouse does not have to be just a data file, for example, a folder with
documents, a filing cabinet, and optical discs. Therefore, viewing the warehouse in DFD is
independent of implementation. The flow from the warehouse usually represents the reading of
the data stored in the warehouse, and the flow to the warehouse usually expresses data entry or
updating (sometimes also deleting data). Warehouse is represented by two parallel lines between
which the memory name is located (it can be modeled as a UML buffer node) [2], [3].

Terminator

The Terminator is an external entity that communicates with the system and stands outside of the
system. It can be, for example, various organizations (eg a bank), groups of people (e.g.
customers), authorities (e.g. a tax office) or a department (e.g. a human-resources department) of
the same organization, which does not belong to the model system. The terminator may be
another system with which the modeled system communicates [2], [3].

h2020caramel.eu | 9



L

File Edit_View Settings Diagram _Reports

Example ef DFD X

ADAS

By o

‘Airbag Control Unit
D Cabin Monitoring System
Cartock

B oy

GPS recebver

V1 System

HMI

LKA ECY

oB0 N

Sensor Fusion ECU

use
R
Thick Client
& vaxose

C1 web ropiication

Example of DFD.

Figure 8: Example of a Data Flow Diagram designed using the Automotive Stencils
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IDENTIFICATION OF
THREATS USING THE
STRIDE MODEL

Identify threats stemmed from data flows by using STRIDE threat identification and classification.

STRIDE THREAT MODELING

STRIDE is an acronym for six threat categories: Spoofing identity, Tampering with data,
Repudiation threats, Information disclosure, Denial of service and Elevation of privileges. Two
Microsoft engineers, Loren Kohnfelder and Praerit Garg, developed STRIDE in the late 1990s.

Teams can use the STRIDE threat model to spot threats during the design phase of an app or
system. The first step helps find potential threats using a proactive process. The design of the
system forms the basis for spotting threats. The next steps include finding the risks inherent in the
way the system has been implemented, and then taking actions to close gaps.

Specifically, STRIDE aims to ensure an app or system fulfills the CIA triad (confidentiality, integrity
and availability). Its designers created it to ensure that Windows software developers considered
threats during the design phase. You should use STRIDE along with a model of the target system.
Construct this model in parallel, including a breakdown of processes, data stores, data flows and
trust boundaries. Using STRIDE, develop defenses for each threat. For example, imagine you find
that an admin database is exposed to tampering with data, information disclosure and denial-of-
service threats. In that case, you can implement access control logs, secure socket layer/transport
layer security or IPSec authentication to counter those threats. [4]

GENERATE THREATS REPORT

The Treat Modelling Tool provides a generated report that lists several identified Threats by
following the steps below.

Click the I
Icon to % Example of dfd* - Threat Modeling Tool 2016
" Switch to I _ _ _ _ _
File Edit View ~s{tings Diagram Reports Help

I_Analysis

mam 9@ DD DXE o @Q

Example of DFD X

Switch To Analysis Vieuy [FNINIrv I

Figure 9: Switch to Analysis View
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'n ¥ Diagram Last Modified State v Title ¥ Category ¥ Description ¥ Interaction ¥ Risk ¥ Attack methc ¥ Recommendi ¥
1 Example of DFD  Generated Mot Started Modify Data B... Tampering Tamperwith d...  GPS Data High MITM on the T..  Disable 2G co...
2 Example of DFD  Generated Mot Started Car Could be T..  Information Di...  Information di.. GPS Data Medium Downgrade or...  Encrypt comm...
3 Example of DFD  Generated Mot Started Data Flow 5niff... Information Di.. Dataflowing a.. GPS Data Medium Man-in-the-m... Consider encry..,
4 Example of DFD  Generated Mot Started Updates Could... Information Di...  Information di..  GPS Data Medium Reverse engine.. Ensure that co..
6 Example of DFD  Generated Mot Started Cause the TCU...  Denial of Service DoSonTCUth.. GPS Data High Flooding TCU...  Implement dat...
7 Example of DFD  Generated Mot Started Flood TCU Wit...  Denial of Service  DoSonTCU by... GPS Data Medium Either physicall... Rely on additio...
8 Example of DFD  Generated Mot Started Jam GP5Signal  Denial of Service  DoSonthe GP.. GPS Data Low Usea GPSjam.. Have system u...
9 Example of DFD  Generated Mot Started Take the TCU Q... Denial of Service  DoS5on TCU. GPS Data Medium Perform an net... Have a numbe...
0 Example of DFD  Generated Mot Started Compromise t..  Elevation of Pri...  Elevation of pri... GPS Data High MNetwork based... Ensure that the..,
n Example of DFD  Generated Mot Started Reflash the TC...  Elevation of Pri... Elevation of pri... GPS Data High Physically con...  All firmware sh..,
34 Example of DFD  Generated Mot Started Spoof GPS Sig..  Spoofing Spoofing the..  'WIFI Connecti..  Medium By using a soft.. Combine GPS..,
35 Example of DFD  Generated Mot Started Modify DataB... Tampering Tamper with d...  WIFl Connecti..  High MITM on the T..  Disable 2G co...
36 Example of DFD  Generated Mot Started CarCould be T.. Information Di.. Information di.. 'WIFI Connecti..  Medium Downgrade or...  Encrypt comm...
37 Example of DFD  Generated Mot Started Data Flow 5niff... Information Di.. Dataflowinga.. WIFI Connecti.. Medium Man-in-the-m... Consider encry...
38 Example of DFD  Generated Mot Started Updates Could... Information Di.. Information di.. 'WIFI Connecti..  Medium Reverse engine... Ensurethat co...
40 Example of DFD  Generated Mot Started Causethe TCU...  Denial of Service  DoSen TCU th.,  WIFI Connecti..  High Floeding TCU...  Implement dat...
Ll Example of DFD  Generated Mot Started Flood TCU Wit.,  Denial of Service  DoS on TCU by..  WIFI Connecti..  Medium Either physicall.. Rely on additio...
42 Example of DFD  Generated Mot Started Jam GPS Signal  Denial of Service  DoSonthe GP..  WIFI Connecti..  Low Usea GPSjam.. Have system u..
43 Feamnle of NFD  Generated Mot Started Take the TCL (... Nenial of Service  NnS on TCL WIFI Connecti...  Medinm Perfarm an net...  Have a numhe...
98 Threats Displayed, 98 Total

Figure 10: List of Identified Threats
Title * Category v
Maodify Data Being Sent to the TCU While in Transit Tampering

Car Could be Tracked
Data Flow Sniffing

Jam GP5 Signal
Take the TCU Offline

Car Could be Tracked
Data Flow Sniffing

Updates Could Be Downloaded From a Web Server..,
Cause the TCU to Crash or Stop Remotely
Flood TCU With Invalid Data

Compromise the TCU in Order to Deliver Malicious..,
Reflash the TCU Firmware in Order to Send Arbitrar...
Spoof GPS Signals and Deliver Malicicus GPS Data i...
Madify Data Being Sent to the TCU While in Transit

Updates Could Be Downleaded From a Wek Server..,
Cause the TCU to Crash or Stop Remotely
Flood TCU With Invalid Data

Information Disclosure
Information Disclosure
Information Disclosure
Denial of Service
Denial of Service
Denial of Service
Denial of Service
Elevation of Privilege
Elevation of Privilege
Spoofing

Tarmpering
Information Disclosure
Infermation Disclosure
Information Disclosure
Denial of Service

Denial of Service

Figure 11: Identified Threats are Categorized using the STRIDE Model
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ANALYSIS AND
MITIGATION ACTIONS

A key process in Threat Modelling is the Qualitative Evaluation of the results and as a result this
stage requires cybersecurity expertise and people with an in-depth understanding of the analysed
system or use case. Using the information gathered so far it is possible to start analysing the
threats and the potential threat-sources of the system from a qualitative perspective. A threat-
source is defined as any circumstance or event with the potential to cause harm to a system.
Therefore, the following steps are to be followed to evaluate and adjust the list of identified

threats [5], [6].

QUALITATIVE EVALUATION OF THE

AUTOMATICALLY GENERATED

THREATS

IDENTIFIED

At the previous stage, a list of identified threats including their impact, attack method,

recommendations, etc was generated as a result of the threat analysis based on the Threat Modelling

tool utilising the STRIDE model.

Description v
Tamper with data in trasit sent to th..

Information disclosure by performin...
Data flowing across [Generic Data Fl...
Information disclosure by download...
Do5 on TCU that crashes, halts, stop...
Dos on TCU by fleoding with invalid...
DoS on the GPS antenna by jammin...
Dol on TCU.

Elevation of privileges in order to ex...
Elevation of privileges in order to ref...
Spoofing the Wi Fi AP / Client in ord...
Tamper with data in trasit sent to th..

Information disclosure by performin...
Data flowing across [Generic Data Fl...
Information disclosure by download...
Do5 on TCU that crashes, halts, stop...

Interaction
GPS Data
GPS Data
GPS Data
GP5 Data
GPS Data
GPS Data
GP5 Data
GPS Data
GPS Data
GPS Data

¥

WIFI Connecti...
WIFI Connecti...
WIFI Connecti...
WIFI Connecti...
WIFI Connecti...
WIFI Connecti...

Risk
High
Medium
Medium
Medium
High
Medium
Low
Medium
High
High
Medium
High
Medium
Medium
Medium
High

¥

Attack method v
MITM on the TCU for example a..

Downgrade or false base statio...
Man-in-the-middle using attac...
Reverse engineer the head unit...
Fleoding TCU with invalid mess...
Either physically by clipping on...
Use a GP5 jammer/send high p...
Perform an network attack and..,
Metwork based vulnerabilities, t...
Physically connect to the target...
By using a software defined rad...
MITM on the TCU for example a..
Downgrade or false base statio...
Man-in-the-middle using attac...
Reverse engineer the head unit...

Fleoding TCU with invalid mess...

Recommendation v

Disable 2G communications, enly...
Encrypt communications so that...
Consider encrypting the data flow...
Ensure that connections to the de..,
Implement data validation and sh...
Rely on additicnal sensors in the e...
Have system use other sources of..,
Have a number of TCU delivery se...
Ensure that the server is kept up t..
All firmware should be encrypted...
Combine GP3 with other sources..,
Disable 2G communications, enly...
Encrypt communications so that..,
Consider encrypting the data flow...
Ensure that connections to the de..,

Implement data validation and sh...

Figure 12: Auto-Generated Information related to the Identified Threats
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QUALITATIVE ANALYSIS OF IDENTIFIED

THREATS

The final result is adjusted to reflect both, the threat analytical power of a software tool and the
gualitative perspective of human expertise in the field. The Auto-Generated List of Identified Threats
(see Figure 10 and Figure 12) is the evaluated, qualitatively by employing the essential cybersecurity
expertise and people with an in-depth understanding of the analyzed system or use case. This step, of
analyzing the identified threats, has a degree of dependence on analyst/expert quality [7], [8]. The
table below depicts an example of a custom table that was a result of the Qualitative Evaluation making
the necessary adjustments to the Description, Method and Impact.

Threat Title Description Method STRIDE | IMPACT
1D
ID1 Modify GPS data | Tamper with GPS | MITM on the TCU for | Tampering | High
being sent to the | data in transit being | example a 3g to 2g
vehicle received by the | downgrade attack, or
vehicle false base station
attack.
ID35 Modify data being | Tamper with data | MITM on the TCU for | Tampering | High
sent to the vehicle | being received by | example a 3g to 2g
through wireless the vehicle in transit | downgrade attack, or
through wireless | false base station
communication. attack.
ID46 Spoof GPS | Spoofing of GPS | By using a software | Spoofing Medium
signals and deliver | data in order to | defined radio to send
malicious GPS | deliver  malicious | custom and GPS data.
data in order to | GPS data to vehicle
cause drift off | to cause drift off
course. course.

Figure 13: STRIDE Threat Classification
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QUALITATIVE ANALYSIS OF MITIGATIONS

Similar to the process of the analysis of the identified threats, a qualitative analysis of mitigations must
be performed. Therefore, a list of Mitigations is produced that is the result of qualitative evaluation
from the perspective of essential cybersecurity expertise and people with an in-depth understanding of
the analyzed system or use case [7], [8]. The table below depicts an example of Mitigations suggested
in the form of a custom table that was the result of Qualitative Evaluation, making the necessary

adjustments to the recommendations for each threat.

Threat Title Description Mitigation STRIDE
ID
ID1 Modify data being | Tamper with GPS | Use a secure communication | Tampering
GPS data being | data in transit being | channel between the vehicle and
sent to the vehicle | received by the | GPS Satellite. Use commercial
vehicle solutions or features like OS NMA
(Open Service Navigation
Message Authentication) and
CAS (Commercial Authentication
Service) from Galileo could be
useful.
ID35 Modify data being | Tamper with data | Wireless communication should | Tampering
sent to the vehicle | being received by | be properly secured with basic
through wireless the vehicle in transit | configurations like hidden SSID,
through wireless | password protection (WPA 2 -
communication. WIFI protected access),
communication encryption, etc.
ID46 Spoof GPS | Spoofing of GPS | Combine GPS with other sources | Spoofing
signals and deliver | data in order to | of data to provide additional
malicious GPS | deliver  malicious | validation. Use a secure
data in order to | GPS data to vehicle | communication channel between
cause drift off | to cause drift off | the vehicle and GPS Satellite. Use
course course. commercial solutions or features
like OS NMA (Open Service
Navigation Message
Authentication) and CAS
(Commercial Authentication
Service) from Galileo could be
useful.
Figure 14: Mitigations for Identified Threats
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